
	Job Title
	Cyber Security Architect

	Department
	Cyber

	Location
	Nottingham, Sheffield (hybrid, with travel to client sites as required)

	Reports to
	Cyber Services Director

	Staff Responsibility
	No direct reports. Works as part of a team of security architects and consultants, providing technical leadership and mentoring to CSOC and project engineers on assigned work.

	


General Overview of position
	[bookmark: _Hlk113439863]As a Cyber Security Architect you are part of Littlefish's team of security architects and consultants, which holds the technical security and design authority for the NHS Electronic Staff Record (ESR) platform and NHS Business Services Authority's (NHS BSA) Future Workforce Solution (FWS) within Littlefish's scope on Project North Star. Working with your fellow architects, you own security architecture and design decisions for your assigned areas, represent Littlefish as a security authority at Change Advisory Board (CAB) and design authority forums, and shape the Microsoft Sentinel design decisions that span ESR and FWS.

Alongside the programme, you work alongside the wider architecture and consultancy team on the MSSP side of the business: scoping and delivering security assessments and architecture reviews, designing and implementing security controls on customer projects, and providing architectural guidance and technical escalation to the CSOC and project engineering teams. You are an experienced security professional, knowledgeable in: security architecture, threat modelling and design assurance; architecture and change governance in regulated and public sector environments; the Microsoft security stack (Sentinel, Defender, Entra ID); and the practical implementation of layered security controls.

Working hours will be between the hours of 09:00-17:30, Monday to Friday, totalling a 40-hour working week.

Out of Hours – This role does not form part of the CSOC on call rota. Occasional out of hours work will be required to support planned changes, cutovers and go-live events, in line with company policy.

	


Main duties & responsibilities
	To include:
· As part of Littlefish's security architecture team, act as a technical security and design authority for the NHS ESR and FWS platforms, owning security design decisions, technical risk positions and design assurance for your assigned areas on Project North Star.
· Contribute to and maintain the security architecture and roadmap for ESR and FWS, working with fellow architects to set the security principles, patterns and standards that solution and engineering teams design against.
· Make, document and defend security design decisions: assessing options and trade-offs, recording the rationale in architecture decision records, and ensuring decisions are traceable to requirements, risks and contractual obligations and consistent with those made across the architecture team.
· Review and assure solution designs, integrations and third-party components from the prime contractor, client and suppliers, carrying out threat modelling and setting conditions or remediation where designs do not meet the required security standard.
· Attend CAB and design authority forums as a Littlefish security authority, sharing cover with the wider architecture team: assess changes for security impact, approve, reject or condition changes, and ensure security decisions are recorded, evidenced and defensible.
· Lead or contribute to Microsoft Sentinel design decisions spanning ESR and FWS, including workspace and data architecture, log source onboarding, analytics rules and automation, working with the CSOC Manager and Tier 3 to ensure designs are operable 24/7.
· Produce and maintain high- and low-level security designs, technical decision records and control mappings to the standard required by the client's assurance, audit and testing processes.
· Represent Littlefish in technical forums with the prime contractor and client, translating contractual security requirements into implementable, proportionate designs.
· Scope, lead and deliver security assessments for Littlefish customers, including architecture reviews, threat models, control gap assessments and Microsoft 365 / Azure posture reviews.
· Design and implement security controls on customer projects, from requirements and design through build, test and handover into service.
· Peer review the designs and decisions of fellow architects and consultants, contribute to the security architecture and technology roadmap for the CSOC's capabilities, and provide technical escalation, mentoring and pre-sales input to the CSOC, engineering and sales teams, contributing reusable designs, standards and playbooks to the Littlefish service catalogue.
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	Main duties & responsibilities (continued)
	ISO Accreditations:
Littlefish are ISO9001 and ISO27001 certified and it is expected that all employees adhere to the Quality Management and Information Security systems, policies and procedures.

Equality, Diversity and Inclusion:
It is expected that you will actively promote and embed Equality, Diversity and Inclusion (EDI) in all your work and support and comply with all organisational initiatives, policies and procedures on EDI.


	Other duties
	Other such reasonable duties within the general scope of the job role, at the line managers direction. 























Person Specification

	

	Essential
	Desirable

	Experience
· [bookmark: _Hlk113439988]5+ years' experience in security architecture, security consulting or senior security engineering.
· [bookmark: _Hlk113439988]Experience acting as a technical security authority, security architect or design lead on large, complex programmes, ideally in the public sector.
· [bookmark: _Hlk113439988]Experience making and defending security design decisions, including options analysis, architecture decision records and risk-based trade-offs.
· [bookmark: _Hlk113439988]Experience of change and architecture governance, including attending and contributing to CAB, design authority or equivalent boards.
· [bookmark: _Hlk113439988]Hands-on experience designing and deploying Microsoft Sentinel (log source onboarding, analytics rules, workbooks, automation) and the Microsoft Defender suite.
· [bookmark: _Hlk113439988]Experience delivering security assessments and implementing security controls for external customers, including network and perimeter controls such as firewalls, IDS/IPS, WAF and network segmentation.
· [bookmark: _Hlk113439988]Experience producing security architecture designs, diagrams and decision records that stand up to peer review, client assurance and audit.
· [bookmark: _Hlk113439988]Must have been a UK resident for a minimum of 5 years prior to application and willing to undergo security vetting (BPSS as a minimum; SC may be required).
Skills / Knowledge
· [bookmark: _Hlk113440006]Strong understanding of security architecture principles, Zero Trust, identity and access management (Entra ID) and secure Azure / Microsoft 365 design.
· [bookmark: _Hlk113440006]Threat modelling and an understanding of the threat landscape and MITRE ATT&CK as a basis for detection and control design.
· [bookmark: _Hlk113440006]Working knowledge of NCSC guidance (including CAF), NIST CSF, ISO 27001 / 27005 and Cyber Essentials Plus, and the ability to translate policy and regulatory requirements into sensible technical solutions.
· [bookmark: _Hlk113440006]Ability to assess the security impact of technical changes and articulate risk clearly to technical and non-technical stakeholders.
· [bookmark: _Hlk113440006]Ability to interpret technical information and be able to relay this in an understandable manner.
· [bookmark: _Hlk113440006]Strong planning and organisation across competing programme and MSSP priorities.

Aptitudes and Attributes
· [bookmark: _Hlk113440029]Decisive, and comfortable holding a considered technical position under scrutiny.
· Excellent communication skills both written and verbal, including presenting to boards and clients.
· Collaborative, working effectively within a team of architects and consultants and with prime contractors, client teams and third parties.
· Service delivery mentality and experience.
· Self-motivated proactive individual, prioritising continuous development.

	Experience

· Experience in the NHS or wider public sector, including knowledge of ESR or other HR and payroll platforms.
· Experience of Oracle Fusion / HCM security (roles, data security) or ServiceNow security and ITSM integration.
· Experience of large programme transitions, cutovers and hypercare periods.
· Cloud security concepts and control capabilities on Amazon Web Services (AWS) and Google Cloud Platform (GCP).

Skills / Knowledge
· Current SC clearance.
· Microsoft certifications such as SC-100, SC-200 or AZ-500, and/or CISSP, CISM, TOGAF, SABSA or NCSC Certified Cyber Professional (Security Architect).
· KQL and scripting skills for detection engineering and automation.
· Familiarity with PCI-DSS, UK GDPR and the Data Security and Protection Toolkit (DSPT).

Other job requirements
· Willing to undertake further training to fulfil the requirements of the role.
· Willing to travel to client sites, including NHS BSA locations, as required.
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Job Levels

	Career Framework
	Experienced Technical

	Definition 
	Industry/technology-experienced technical subject matter expert working in a senior capacity whether customer-facing or helping to develop professional colleagues. Able to assimilate complex/non-standard technology requirements and fulfil senior stakeholder engagement.

	Contribution to Success
	Implements operational plans that contribute to the results of their department. Typically focused on timescales of 3-6 months. Will manage costs and will look for efficiencies within their area of responsibility.

	Communication
	Influences others to make favourable decisions, mostly within their function but sometimes without.

	Expertise
	Are the subject matter expert within their technical specialism and will have a basic knowledge of how their specialism impacts / links with other departments. Act as a senior escalation for their own team and across teams. Will usually have a professional qualification.

	Leadership
	Will usually operate in a standalone position but acts as a key influencer across customers, contracts and / or projects. May manage a small team.

	Values Statement
	Leads by example in displaying positive behaviours and instilling high performance within their teams, across the organisation and with customers.
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