
	Job Title
	Senior Incident Response Analyst

	Department
	Cyber

	Location
	Nottingham or Sheffield

	Reports to
	Cyber Security Operations Centre Manager

	Staff Responsibility
	NA

	


General Overview of position
	We are seeking a highly skilled and motivated Senior Incident Response Analyst to join our dedicated CSOC team at Littlefish.  Reporting to the CSOC Manager, you will play a crucial role in identifying, containing, and mitigating cyber threats and incidents to ensure the security and integrity for our clients. 

You will be responsible for creating the technical frameworks, processes and procedures to be used in leading a team of incident response analysts, coordinating incident response activities leveraging recognised Incident Response standard, and driving towards a state of continuous improvement to improve our incident detection and response capabilities.

A secondary function of the role will also be to ensure that the Cyber division and clients are appraised of emerging threats faced and the TTP’s (Tactics, Techniques and Procedures) through threat intelligence reporting. 


	


Main duties & responsibilities
	· Contribution to the creation of the incident response team, ensuring that training programs are fit for purpose and that the team are equipped and prepared to handle any potential security incidents.
· Develop, implement, and maintain/improve incident response processes, procedures, plans and playbooks.
· Carry out client-based assessments in order to adequately prepare for potential future security incidents
· Respond to security incidents and conduct investigations, including documenting findings, analysing root causes, carrying out containment actions where necessary and recommending medium to long term corrective actions.
· Conduct post-incident reviews and identify opportunities for process improvement.
· Maintain knowledge of the latest trends, tools, and techniques in incident response and security operations.
· Contribute to the obtainment of incident response certifications, such as CREST Incident Response and NCSC Cyber Incident Response. 
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	Main duties & responsibilities (continued)
	ISO Accreditations:
Littlefish are ISO9001 and ISO27001 certified it is expected that all employees adhere to the Quality Management and Information Security systems, policies and procedures.
Equality, Diversity and Inclusion:
It is expected that you will actively promote and embed Equality, Diversity and Inclusion (EDI) in all your work and support and comply with all organisational initiatives, policies and procedures on EDI.

	Other duties
	Other such reasonable duties within the general scope of the job role, at the CSOC Managers direction. 



Person Specification

	

	Essential
	Desirable

	Experience:

· 3 years incident response experience.
· Experience in conducting investigations, analysing root causes, and recommending corrective actions.
· Experience developing and maintaining incident response plans and playbooks.
· Hands-on experience with incident response tools and technologies, such as SIEM, EDR, threat intelligence platforms, and forensic investigation tools.
· Experience in identifying risks and showing what needs to happen next.

Skills/Knowledge:
· Strong knowledge of incident response frameworks, methodologies, and best practices, such as NIST Incident Response or SANS Incident Handler.
· Strong communication skills, with the ability to effectively communicate complex technical information to non-technical stakeholders.
· Deep understanding of current cybersecurity threats, attack vectors, and trends, as well as the ability to anticipate and proactively respond to emerging threats.
· Excellent stakeholder management skills with the ability to build strong and lasting professional relationships at all levels and able to shape and influence senior management decision making.
· Running DFIR engagements, sometimes with multiple in parallel.
· Delivering on response work.
· A proven, successful background in the commercial element of DFIR consulting.

Aptitudes and Attributes:
· Highly organised with excellent written and verbal communication skills.
· Flexible and adaptable to changing environments.
· Effective time management with the ability to meet competing demands.
	Education/Qualifications:
Relevant certifications such as: 
· GIAC Certified Forensic Analyst (GCFA),
· GIAC Certified Incident Handler (GCIH), 
· Certified Information Systems Security Professional (CISSP),
· Certified Ethical Hacker (CEH) 
Experience:
· Experience of working in a Managed Services Provider environment.
· Experience working with heavily regulated industries, such as insurance.

Skills/Knowledge:
· Advanced Digital Forensics knowledge
· Ability to carry out malware reversal exercises and extract key identifying information
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Job Levels

	Career Framework
	Experienced Technical

	Definition 
	Industry/technology-experienced technical subject 
expert working in a senior capacity whether customer-facing or helping to develop professional colleagues. Able to assimilate complex/non-standard technology requirements and fulfil senior stakeholder engagement.

	Contribution to Success
	Supports and facilitates others in the implementation of short term plans or works to achieve agreed goals. Is guided by existing policies and procedures through their line manager. Will look at ways to improve their own teams efficiencies

	Communication
	Influences others to make favourable decisions, mostly within their function but sometimes outside of too.

	Expertise
	Are the subject matter expert within their technical specialism and will have a basic knowledge of how their specialism impacts / links with other departments. Act as a senior escalation for their own team and across teams. Will usually have a professional qualification.

	Leadership
	Will usually operate in a stand alone position but acts as a key influencer across customers, contracts and / or projects. May manage a small team.

	Values Statement
	Leads by example in displaying positive behaviours and instilling high performance within their teams, across the organisation and with customers
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