
	Job Title
	Technical Security Consultant

	Department
	Cyber

	Location
	Hybrid role at either Price House, Nottingham or Steel City House, Sheffield

	Reports to
	Cyber Security Operations Centre Manager

	Staff Responsibility
	None

	


General Overview of position
	We are seeking a seasoned and visionary Technical Security Consultant to join our growing team within a leading Managed Security Services Provider (MSSP). This role is critical to shaping and driving the strategic direction of our security architecture, with a strong emphasis on Microsoft Security solutions and Qualys Vulnerability Management. The ideal candidate will possess deep technical expertise, strategic foresight, and strong leadership skills to design, enhance, and govern security services that meet the evolving needs of our clients.

As a key player in our organization, the Technical Security Consultant will expand on our automation and Generative AI (Gen AI) initiatives, embedding them into our operational and service delivery frameworks to increase efficiency, agility, and innovation. The consultant will work cross-functionally with internal teams and clients to define architecture standards, establish governance processes, and act as a thought leader in emerging technologies.

This position also plays a pivotal role in service development and pre-sales engagements, helping to shape new offerings, respond to client requirements, and articulate complex security solutions in a business-focused manner.



Technology innovation is part of our DNA and our roles are subject to change as AI tools become available.

	


Main duties & responsibilities
	Security Architecture & Design
· Design, develop, and maintain scalable, secure architecture frameworks leveraging Microsoft Security solutions (e.g., Microsoft Defender, Sentinel, Purview, Entra, etc.).
· Integrate Qualys vulnerability management into client environments and internal operations to ensure continuous threat detection and remediation.
· Ensure all architecture aligns with industry best practices, compliance requirements, and customer-specific security needs.
Automation & Gen AI Enablement
· Assist in the strategy, implementation, and governance of automation across the security stack, including SOAR, infrastructure-as-code, and workflow automation.
· Drive innovation and use-case development for Gen AI within security operations, reporting, threat intelligence, and customer engagement.
· Collaborate with engineering and operations to embed AI into tools and services.
Governance & Standards
· Develop and enforce security architecture standards, frameworks, and design patterns across the organization.
· Provide oversight and guidance to technical teams on security decisions, risk assessments, and secure development practices.
· Establish governance for the appropriate use of AI and automation within the MSSP.
 Service Development & Innovation
· Work with product management and service delivery to conceptualize and develop new managed security services and value-added offerings.
· Create reusable solution frameworks and reference architectures to accelerate service delivery.
Client Engagement & Pre-Sales Support
· Act as a technical expert and advisor during client pre-sales conversations, helping to shape solution proposals, architecture overviews, and proof-of-concept designs.
· Translate technical capabilities into business value for stakeholders and contribute to bid/tender responses and RFPs.
Cross-Functional Collaboration
· Collaborate with SOC, threat intelligence, vulnerability management, and infrastructure teams to drive end-to-end security architecture.
· Provide mentoring and technical leadership across engineering and operational teams
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	Main duties & responsibilities (continued)
	ISO Accreditations:
Littlefish are ISO9001 and ISO27001 certified it is expected that all employees adhere to the Quality Management and Information Security systems, policies and procedures.

Equality, Diversity and Inclusion:
It is expected that you will actively promote and embed Equality, Diversity and Inclusion (EDI) in all your work and support and comply with all organisational initiatives, policies and procedures on EDI.


	Other duties
	Participate in threat modelling exercises and red/blue team strategy planning.
Contribute to thought leadership through whitepapers, blogs, or public speaking engagements.
Assist in security incident response planning and architecture-level remediation strategies.
 Support compliance initiatives (e.g., ISO, NIST, GDPR) through architectural controls and documentation.
Engage in vendor evaluations and tooling assessments related to AI, automation, and cloud security











Other such reasonable duties within the general scope of the job role, at the line managers direction. 






















Person Specification

	

	Essential
	Desirable

	Education/Qualifications
Relevant security certifications such as CISSP, Microsoft Certified: Cybersecurity Architect Expert, or AZ-500 (Microsoft Security Technologies).

Experience
Previous experience in architecture or security engineering positions.
Hands-on experience with Microsoft Security technologies (Defender suite, Sentinel, Intune, Purview, Entra ID, etc.).
Experience in an MSSP environment or consultancy with multiple client-facing engagements.
Track record of leading or contributing to automation or Gen AI-based security initiatives.

Aptitudes and Attributes
Strategic thinker with the ability to translate technical detail into business value.
Proactive, self-motivated, and comfortable leading innovation initiatives.
Excellent communication and interpersonal skills—able to influence across technical and non-technical stakeholders.
Passionate about cybersecurity, emerging tech, and continuous improvement.
Strong analytical and problem-solving mindset.

Other job requirements
Ability to pass background checks and any relevant security clearances if required by clients.
Willingness to occasionally support out-of-hours escalations or key project timelines.
Ability to travel to client sites or company events when needed.
	Education/Qualifications
Certifications in automation or cloud (e.g., Certified Azure Solutions Architect, Terraform Associate, GIAC).
Certifications in vulnerability management or compliance (e.g., Qualys Certified Specialist, ISO 27001 Lead Implementer, NIST frameworks).

Experience
Demonstrated experience with Qualys or similar vulnerability management platforms.
Experience in designing and delivering managed security services or security-as-a-service offerings.
Exposure to pre-sales or solution architecture in a client-facing role.
Background in security architecture in cloud-native environments (especially Azure).
Experience deploying or integrating SOAR, SIEM, or XDR platforms.

Aptitudes and Attributes
Comfortable presenting to executives, clients, and at industry events.
Collaborative with a mentorship-oriented mindset to help uplift internal teams
Creative and curious, with a mindset for leveraging technology in new and impactful ways.

Other job requirements
Willingness to contribute to marketing content, thought leadership, or community engagement.
Availability for occasional international travel.
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Job Levels

	Career Framework
	Technical  

	Definition 
	Technical subject matter expert working in a customer-facing capacity and able to support/implement typical technology requirements

	Contribution to Success
	Supports and facilitates others in the implementation of short term plans or works to achieve agreed goals. Performs a range of mainly straightforward assignments. Will manage cost on a day to day basis, looking for opportunities to generate efficiencies  

	Communication
	Will be involved in explaining facts, practices and policies. May need to influence from time to time and will coordinate day to day tasks

	Expertise
	To act as a technical escalation point for internal teams and customers. Provide input and guidance for technology roadmaps, projects and transitions

	Leadership
	Will receive guidance from their line manager and won't usually manage a team

	Values Statement
	Displays consistent and positive behaviours in line with the values. Acts with integrity and professionalism within own team and across the organisation
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