
	Job Title
	Cyber Senior Project Manager

	Department
	Cyber Security Services 

	Location
	Remote 

	Reports to
	Cyber Services Director

	Staff Responsibility
	N/A

	


General Overview of position
	At Littlefish, we are committed to delivering outstanding service to our clients while driving sustainable growth across their transformation portfolios. As our Senior Project Manager for Cyber Security, you will play a critical role at the intersection of delivery, governance, and client strategy ensuring that our largest customers realise measurable value from their investments with Littlefish.
The role involves end-to-end project ownership, from defining scope and objectives to managing resources, timelines, and budgets. The Senior Cyber Project Manager is responsible for risk identification and mitigation, vendor coordination, and stakeholder communication, ensuring projects are delivered on time, within scope, and in compliance with frameworks such as NIST, ISO 27001.
A core part of your remit will be to embed and champion PMO best practice as the “governance backbone” for your delivery. This includes creating and maintaining consolidated dashboards and status packs, multi‑project or programme roadmaps, dependency maps, and benefits registers; coordinating cross‑workstream planning; and ensuring that risks, issues and decisions are surfaced and managed through appropriate forums (steering committees, design authorities, etc.). Where accounts are running larger programmes, you will contribute to, or act as, the Programme/Project Management Office function aligning technology workstreams with business outcomes, benefits realisation plans, and business change and adoption activities.
This position requires a blend of technical cybersecurity knowledge, strategic thinking, and strong project management expertise. The ideal candidate will have experience leading enterprise-level security programs, implementing advanced security technologies, and driving organisational change to improve cyber resilience.
This role requires a strategic, commercially aware mindset, exceptional stakeholder management skills, and a deep understanding of our consultancy and managed services offerings. You will act as a trusted advisor to senior client stakeholders and an influential partner to internal delivery teams, ensuring that we consistently meet and exceed expectations. 

	


Main duties & responsibilities
	Project Leadership
· Lead the planning, execution, and delivery of complex cybersecurity projects across multiple business units.
· Define project scope, objectives, timelines, and success criteria in alignment with organisational security strategy.
Strategic Planning:
· Develop medium to long term account and portfolio plans that connect technology workstreams to client business outcomes and transformation roadmaps. 
· Identify and shape new business opportunities within existing accounts (e.g. new workstreams, capability uplifts, roadmap phases), ensuring they are supported by robust governance and delivery approaches. 
Risk & Compliance Management
· Identify and assess cybersecurity risks related to projects.
· Ensure compliance with frameworks such as NIST, ISO 27001, RMF, and regulatory requirements (GDPR, PCI-DSS, etc.).
· Implement risk mitigation strategies and maintain security governance throughout the project lifecycle.
Client Relationship Management:
· Act as the primary senior delivery contact for senior stakeholders within both the client and supplier relationships, serving as a trusted advisor on transformation and delivery governance. 
· Lead regular governance and business review forums (e.g. steering committees, programme boards), ensuring alignment on priorities, risks, decisions, and benefits realisation. 
· Proactively manage expectations, surface and resolve issues and escalations, and ensure a consistent, high quality client experience across all initiatives.
Stakeholder Engagement
· Act as the primary liaison between technical teams, business stakeholders, and executive leadership.
· Communicate project status, risks, and dependencies clearly and regularly.
· Facilitate decision-making and resolve conflicts to keep projects on track.
Resource & Budget Management
· Develop and manage project budgets, resource allocation, and vendor contracts.
· Monitor financial performance and ensure cost-effective delivery.
· Own financial governance across your portfolio, including budgeting, forecasting, tracking of bookings/pipeline, and regular variance analysis against plan.
Technical Oversight
· Collaborate with cybersecurity architects and engineers to ensure technical solutions meet security requirements.
· Oversee implementation of security technologies such as endpoint protection, identity management, and vulnerability management tools.
Reporting & Documentation
· Maintain detailed project documentation including plans, risk registers, and compliance reports.
· Provide regular progress updates and executive dashboards.
· Prepare, own and present regular executive level reporting on project, programme and portfolio performance, including RAG status, KPIs, financials and risks. 
· Provide clear, insight driven recommendations to senior management and clients on portfolio optimisation, investment decisions and capability/maturity uplift.
Continuous Improvement
· Conduct post-project reviews to capture lessons learned.
· Recommend process improvements for future cybersecurity initiatives.
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Person Specification

	

	Essential
	Desirable

	Technical Skills:
· Cybersecurity Knowledge: Understanding of security frameworks (NCSC CAF, ISO 27001, ISO22301), threat management, vulnerability assessment, and compliance standards. 
· Risk Management: Ability to identify, assess, and mitigate cybersecurity risks throughout project lifecycle. 
· Technical Familiarity: Awareness of security tools (Microsoft Azure, Oracle Cloud, Microsoft Sentinel & Defender Suite, identity management & Providers and cloud security principles.
Project Management Skills
· Methodologies: Expertise in PMBOK, Agile, Waterfall, or hybrid approaches.
· Planning & Execution: Strong skills in scope definition, scheduling, budgeting, and resource allocation.
· Governance & Reporting: Ability to maintain documentation, dashboards, and compliance reports.

	Strategic & Business Skills
· Ability to align cybersecurity initiatives with business objectives and ROI.
· Experience in cyber portfolio management and prioritization of security investments.
· Understanding of regulatory landscapes (GDPR, Cyber Resilience Bill, PCI-DSS).
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Job Levels

	Career Framework
	Experienced Professional

	Definition
	Industry-experienced non-technical subject matter expert working in a senior capacity whether customer-facing or helping to develop professional colleagues

	Contribution to Success
	Implements operational plans that contribute to the results of their department. Typically focused on timescales of 3-6 months. Will manage costs and will look for efficiencies with their area of responsibility  

	Communication
	Influences others to make favourable decisions, mostly within their function but sometimes without

	Expertise
	Has an in-depth knowledge in their own discipline and a basic knowledge of other supporting departments. Will usually a professional qualification

	Leadership
	Acts as a resource for their colleagues with less experience and may manage a small team but is primarily measured on their own contribution

	Values Statement
	Leads by example in displaying positive behaviours and instilling high performance within their teams, across the organisation and with customers
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