
	Job Title
	Cyber Security Operations Centre Team Lead

	Department
	Cyber

	Location
	Nottingham or Sheffield

	Reports to
	Cyber Security Operations Centre Manager

	Staff Responsibility
	CSOC Analysts

	


General Overview of position
	

To provide effective management of a Littlefish Cyber Security Operations Centre (CSOC) team. Responsible for the management and development of the team. This position is critical in making sure that we develop and support our people, whilst meeting our contractual obligations to our customers and continuously improving our service.



	


Main duties & responsibilities
	· Working with our analysts to help mentor, shape and create development plans to maximise their potential.
· Development and implementation working practices and experiences that deliver exceptional customer service.
· Manage day-to-day analyst activities, ensuring quality and performance.
· Line management of a team within the CSOC.
· Support our analysts with escalations and provide stakeholder management during security incidents.
· Work within the SOC Management to identify and implement areas for improvement across people, technology, and process.
· Continue your own personal development across management and technology.
· Carry out monthly reporting and assist with service reviews
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	Main duties & responsibilities (continued)
	ISO Accreditations:
Littlefish are ISO9001 and ISO27001 certified it is expected that all employees adhere to the Quality Management and Information Security systems, policies and procedures.

Equality, Diversity and Inclusion:
It is expected that you will actively promote and embed Equality, Diversity and Inclusion (EDI) in all your work and support and comply with all organisational initiatives, policies and procedures on EDI.


	Other duties
	Other such reasonable duties within the general scope of the job role, at the line managers direction. 




Person Specification

	

	Essential
	Desirable

	· Must have at least four years’ experience as a SOC Analyst or within a Security Operations Environment.
· Must have demonstrable experience with customer and stakeholder management.
· Must have demonstrable experience working in a Service Provider environment.
· Should have experience managing or leading teams.
· Should have experience with Microsoft Security technologies.

	Education/Qualifications:
· ITIL Foundation V3/V4
· Microsoft SC-200 Certification
· CISSP/CISM/CISA

Skills/Knowledge:
· Unix & Windows Administration
· Vulnerability Awareness/Understanding
· HMG Security Standards and Processes
· Delivery of the appropriate balance between business need, technical perfection and security standards.

Aptitudes and Attributes:
· Commercial awareness, ITIL awareness.

Other job requirements:
· May be required to travel on company business ad-hoc basis.
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Job Levels

	Career Framework
	Team Manager

	Definition 
	First-line manager of a team of technical or operational employees. Is guided by existing policies and procedures through their line manager

	Contribution to Success
	Supports and facilitates others in the implementation of short term plans or works to achieve agreed goals. Is guided by existing policies and procedures through their line manager. Will look at ways to improve their own teams efficiencies

	Communication
	Will be involved in explaining facts, practices and policies. Will be required to influence their teams and customers. Coordinates day to day tasks

	Expertise
	Has knowledge of practices and procedures relevant to their area of work and how it impacts their department

	Leadership
	Will typically take direction from their line manager to enable them to lead day to day activity in their set department

	Values Statement
	Leads by example in displaying positive behaviours and instilling high performance within their teams, across the organisation and with customers
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