
	Job Title
	Internal Security Analyst

	Department
	Cyber Security

	Location
	Remote

	Reports to
	Internal Security Manager

	Staff Responsibility
	None

	


General Overview of position
	The Internal Security Analyst supports the Littlefish group security governance and assurance activities. This includes maintaining compliance documentation, supporting audits and certifications (Cyber Essentials Plus, ISO 27001 and other aligned standards), managing policy and control documentation, coordinating evidence collection, and supporting customer information security questionnaires.

The role is well suited to an organised and analytical individual who enjoys structured work, audits, stakeholder engagement and improving control maturity

Technology innovation is part of our DNA and our roles are subject to change as AI tools become available.


	


Main duties & responsibilities
	The Internal Security Analyst supports Littlefish’s information security, risk, and compliance activities by assisting with audits, maintaining documentation, and helping ensure adherence to internal and external standards. This role is ideal for someone early in their compliance career who is eager to learn, contribute to a growing security function, and develop hands‑on experience across governance, risk, and compliance disciplines.

This role will involve: 
· Provide support for ISO 27001 activities and ongoing control management 
· Assist with internal audits and preparation for external audit assessments 
· Support the handling and coordination of customer assurance requests 
· Contribute to completing customer information security questionnaires accurately and on time 
· Support Cyber Essentials Plus, CAF activities, and routine compliance reporting 
· Assist with risk management processes, including identifying risks and maintaining risk registers 
· Help develop and maintain Business Continuity and Disaster Recovery documentation, including participating in tests and drills 
· Support version control and scheduled reviews of security policies and standards 
· Assist in coordinating security awareness initiatives and broader compliance communications
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	Main duties & responsibilities (continued)
	ISO Accreditations:
Littlefish are ISO9001 and ISO27001 certified it is expected that all employees adhere to the Quality Management and Information Security systems, policies and procedures.

Equality, Diversity and Inclusion:
It is expected that you will actively promote and embed Equality, Diversity and Inclusion (EDI) in all your work and support and comply with all organisational initiatives, policies and procedures on EDI.


	Other duties
	Other such reasonable duties within the general scope of the job role, at the line managers direction. 





Person Specification

	

	Essential
	Desirable

	 Experience
· 2 - 3 years in an IT support or compliance role with exposure to ISO managed environments and operations.
· Experience in conducting or supporting investigations
· Experience within incident response plan and playbook development and implementation.
· Experience in identifying risks and showing what needs to happen next.

Skills / Knowledge
· Familiarity with ISO 27001 concepts (ISMS, Annex A, Statement of Applicability).
· Familiarity with Cyber Essentials / Cyber Essentials Plus principles.
· Knowledge of risk management approaches and risk registers.

Aptitudes and Attributes
· Highly organised with excellent written and verbal communication skills.
· Flexible and adaptable to changing environments.
· Effective time management with the ability to meet competing demands.

	Education/Qualifications
· Working towards one of:
· ISO 27001 Foundation 
· Cyber Essentials awareness training
· CompTIA Security+
· Microsoft SC-900 (optional)
Experience
· Experience of working in a Managed Services Provider environment. 
· Experience working with heavily regulated industries, such as insurance.

Skills / Knowledge
· Familiarity with ISO 27001 concepts (ISMS, Annex A, Statement of Applicability).
· Familiarity with Cyber Essentials / Cyber Essentials Plus principles.
· Knowledge of risk management approaches and risk registers.
· Awareness of UK GDPR / Data Protection considerations in security controls.
· Experience using GRC tooling, SharePoint documentation libraries, Confluence, ServiceNow or similar platforms.
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	File Name
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	Author
	Joseph White

	Status
	Live 

	Classification
	Private
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Version Control
Version	Author	Change	Date
	1.0
	Joseph White
	Release
	February 2026


Job Levels

	Career Framework
	Professional 

	Definition 
	Subject matter expert in a professional, non-technical, environment, mainly working in a front-line customer capacity.



	Contribution to Success
	Supports and facilitates others in the implementation of short-term plans or works to achieve agreed goals. Performs a range of mainly straightforward assignments. Will manage cost on a day-to-day basis, looking for opportunities to generate efficiencies  

	Communication
	Will be involved in explaining facts, practices, and policies. May need to influence from time to time and will coordinate day to day tasks

	Expertise
	Continues to build knowledge of the business processes assigned to their specific role and customers / stakeholders

	Leadership
	Will receive guidance from their line manager and will not usually manage a team. Responsible for their own accounts/customers/projects

	Values Statement
	Displays consistent and positive behaviours in line with the values. Acts with integrity and professionalism within own team and across the organisation
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