
	Job Title
	CSOC Manager

	Department
	Cyber 

	Location
	Nottingham, Sheffield

	Reports to
	Cyber Services Director

	Staff Responsibility
	CSOC Team

	


General Overview of position
	[bookmark: _Hlk113439863]As the CSOC manager your primary responsibility is to lead the Cyber Security Operations Centre through mentoring the team members under your care and driving forward new processes, procedures, and projects to continuously enhance the CSOC to meet our mid-market & enterprise client base, whilst also ensuring services offered to potential clients consistently meet, and in areas, exceed, expectations. 

As a CSOC manager you are an experienced security professional, knowledgeable in: security operations process/procedure creation and maintenance; team mentoring and development to ensure CSOC functionality is high; meeting client expectations by ensuring service standard is met; and understanding what is required to implement and maintain security controls to provide layered defences and guidance for our client base. 

Working hours will consist of a shift pattern between the hours of 09:00-17:30, Monday to Friday, totalling a 40-hour working week. 

On Call – Provide out of hours on call support as the final escalation point for the on call team on a rota basis (on call payments will be made).


Technology innovation is part of our DNA and our roles are subject to change as AI tools become available.


	


Main duties & responsibilities
	To include:
· Ensure all Security Operation KPIs, SLAs and standards are met to drive governance, quality and efficiency within the CSOC’s service portfolio.
· Lead, develop & mentor a team of 24/7 SOC analysts, providing regular reviews of operational procedures and analytical data reports and implementing improvements where necessary.
· Provide oversight to ensure shift leaders are competently managing their team all tasks assigned are fulfilled to an acceptable standard.
· Manage the allocation of team resources according to operational, support and project requirements.
· Review and develop processes to strengthen the current Security Operations framework.
· Provide leadership, guidance and technical expertise from a cyber perspective to both internal stakeholders and potential and existing clients.





	


[image: ]Registered Office: Little Fish (UK) Ltd, Price House, Stoney Street, Nottingham NG1 1LS Company Registration No: 047 00 876 | VAT Registration No: 997 3195 58 Littlefish.co.uk





	Main duties & responsibilities (continued)
	ISO Accreditations:
Littlefish are ISO9001 and ISO27001 certified and it is expected that all employees adhere to the Quality Management and Information Security systems, policies and procedures.

Equality, Diversity and Inclusion:
It is expected that you will actively promote and embed Equality, Diversity and Inclusion (EDI) in all your work and support and comply with all organisational initiatives, policies and procedures on EDI.


	Other duties
	Other such reasonable duties within the general scope of the job role, at the line managers direction. 























Person Specification

	

	Essential
	Desirable

	Experience
· [bookmark: _Hlk113439988]2+ years’ experience in Security Operations or similar role.
· 1+ years’ experience in a team leadership role.
· Experience in ensuring client contractual requirements are met.
· Experience in delivering and leading customer facing meetings, ensuring any outstanding actions/issues are addressed accordingly.
· Experience with SIEM, EDR and Email Security toolsets and experience of leveraging these tools to provide robust Detect & Respond services.
· Experience in mentoring and assisting analysts of varying levels of skill.
· Must have been a UK resident for a minimum of 5 years prior to application.
Skills / Knowledge
· [bookmark: _Hlk113440006]Sound understanding of security threats, compromise methods and  techniques utilised, including areas such as Business Email & user account  Compromise, malicious payload installation and execution and  reconnaissance activity.
· Ability to create regular reports detailing the delivery of services offered.
· Understanding of the ever-changing emerging threat landscape and how to interpret these threats to initiate mitigation actions across a clients security estate.
· Understanding of alert investigation and response techniques and controls required to ensure consistent due diligence.
· Ability to interpret technical information and be able to relay this in an understandable manner.
· Strong project management.

Aptitudes and Attributes
· [bookmark: _Hlk113440029]Strong analytical skills, clear logical thinking and good judgement.
· Excellent communication skills both written and verbal.
· Service delivery mentality and experience. 
· Time and expectation management.
· Self-motivated proactive individual, prioritising continuous development.

	Experience

· Experience with investigating and managing major/complex cyber security incidents end-to-end.
· Experience in the use of the Microsoft security stack, such as Microsoft Sentinel and the Defender solutions. 
· Experience in the enhancement of security tooling, ranging from creation of bespoke detection rulesets to SOAR playbooks.

Skills / Knowledge
· Understanding of vulnerability assessment and remediation procedures.
· The ability to look at challenges and provide viable solutions using frameworks such as Mitre ATT&CK and NIST.
· Delivery of the appropriate balance between business need, technical perfection and security standards.

Other job requirements
· Willing to undertake further training to fulfil the requirements of the role.




Document Control


	File Name
	Job-Description-CSOC Manager

	Author
	Sean Tickle

	Status
	Live

	Classification
	

	Location
	https://littlefishsupport-my.sharepoint.com/:w:/g/personal/sean_tickle_littlefish_co_uk/EfNIJv29w2JGlZQZ1wYwHIwBZpBVEHeVu4PnFhOcsUUAtA?e=QsVNeO


Version Control
Version	Author	Change	Date
	1.0
	Sean Tickle
	Initial Creation
	15/01/23


Job Levels

	Career Framework
	Manager

	Definition 
	Leads a team of technical, professional, or frontline teams and is a key influencer within their own department or with their key customers

	Contribution to Success
	Implement operational plans within their own department and offers contribution to departmental strategy.

	Communication
	Is a key influencer within their own department or with their key customers. Builds a relationship with customers to be able to influence and assist with operational problems and projects both internally and externally.

	Expertise
	Has advanced knowledge within their own remit.

	Leadership
	Leads a team of technical, professional, business support teams or frontline teams. Has full management authority, including performance reviews, recruitment and other people practices actions.

	Values Statement
	Leads by example in displaying positive behaviours and instilling high performance within their teams, across the organisation and with customers.
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